
     SOAR Technologies… 

 

  Now let’s go through the most important capabilities of SOAR Technologies. 

• Threat Intelligence Platform(TIP): 

      Threat Intelligence Platform performs some of the important functions they are  

Data Aggregation…threat intelligence is aggregated from multiple sources and formats 

which is important   for a strong security infrastructure. 

Normalization and Enrichment of Data…Data Aggregation from multiple sources and 

formats may be difficult to process the data effectively so inorder to avoid this 

normalization of data performed such that data is easy to analyze for the security 

analysts , then removal of unnecessary information of data is performed to give more 

focus on critical situations and finally enrichment of data is performed where adding 

contextual  information from third party to enhance the performance. 

Integrations…integrations with existing security systems that can used for automated 

enforcement and monitoring and finally analysis and sharing of threat intelligence with 

stakeholders. 

 

• Security Incident Response Platform(SIRP): 

       Security incident Response is an approach to address and manage the security 

breach or cyberattack which results in limiting  damage and reducing recovery time and 

costs.Let’s discuss one of the approach to manage the incident response. 

 

 


