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Capability Statement

worldinformatixcs.com/fedgov

World Informatix Cyber Security Inc. [WICS] is a privately held, minority-owned & 8(a) certified small business
headquartered in the State of Florida with a presence in the DC metro area. Our company delivers strategic
information technology advisory and technical solutions targeted to federal, state and local government
customers. We have deep industry experience and understanding of delivering cyber security assurance
services to financial institutions (including IFlIs, central/corporate banks and monetary authorities) as well as
payment/financial management systems. With an impressive list of global clients (see below), high-profile
projects and a comprehensive set of strategic partnerships and re-seller agreements to draw upon, World
Informatix Cvber Security is recognized as a trusted and valued partner for cvber-solutions worldwide.

CODES & CERTS

v SBA 8(a) Certified
v GSA IT = MAS Schedule [54151HACS]
v 1S0 9001:2015

__/g}uﬁ L ?é‘o\
SB{ \ IT Schdule 70 | (B (-7
. G S‘é\ Contract Holder \ NIz
S(a) Certlfied #7QTCA200000F ‘\ P 9001:20156 A\ j'
e
NAICS CODE:

541519 (primary), 541513, 541512, 541690, 541618,
541611, 518210, 519190.

PAST PERFORMANCE (CLIENTS)

CORE CAPABILITIES

Cyber Security Services

¢ Information Assurance (IA) Support

e Vulnerability Assessments & Pentest

e Governance, Risk & Compliance (FedRamp)

e Security Operations & Continuous Monitoring

e Cyber Threat Analysis & Intelligence

e Incident Response & Investigation

e Cyber Security Staff Augmentation

e Cybersecurity Assessments (SWIFT, Fedline
Solutions, NIST-800, CIS, CMMC()

CONTACT INFORMATION

e Treasury: Federal Reserve Board of Governors (FRB)

e Central Bank of Trinidad & Tobago (CBTT)

e United Nations: International Computer Centre (ICC)

e Asian Development Bank (ADB)

e United Nations: World Health Organization (WHO)

e Central Bank of Nigeria (CBN)

e United Nations: Food & Agriculture Organization
(FAOQ)

e  OPEC Fund for International Development (OFID)

o Globe Telecom (GT)

e Central Bank of The Nation of Brunei (AMBD)

e  Mass Mutual

World Informatix Cyber Security
[HQ] 1552 SE Ballantrae Ct., Port St. Lucie, FL 34952
[Branch] 1530 Key Blvd, Arlington VA, 22209
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World Informatix Cyber Security (WICS)

Past Performance Details (Highlights)

Board of Governors of the Federal Reserve System (FRB), 2020 [ongoing]

Project: Cyber Threat Analysis

Details: WICS is supporting the FRB by providing cyber threat analysis and intelligence to support
the board of governors and the Federal Reserve Bank network.

Central Bank of Bangladesh, 2016

Project: Central Bank of Bangladesh Heist

Details: World Informatix Cyber Security was the first responder to the largest cyber-heist in history,
the theft of USD $101 million at the Central Bank of Bangladesh. World Informatix Cyber Security
provided incident response, forensics, vulnerability assessment and developed the remediation
plan along with its strategic partner FireEye Mandiant. WICS played a role as communication
intermediary between the FBI, SWIFT and Central Bank of Bangladesh.

Asian Development Bank, 2019

Project: SWIFT Center Penetration Test & Red Team

Details: Performed complete security review and penetration test of SWIFT payment system
infrastructure, including a red-team exercise to attempt to gain access to internal networks, and a
Wi-Fi vulnerability assessment at the headquarter and country office locations.

United Nations International Computing Centre (UN ICC), 2019

Project: Security Operation Center (SOC) services

Details: World Informatix provides SOC support to UN ICC to provide monitoring & alerting,
vulnerability assessment, incident response and penetration testing to its 36 constituent United
Nations Agencies.

Central Bank of Nigeria, 2017-2018

Project: SWIFT Security Review & Advanced Cyber Security Training

Details: Comprehensive security review of SWIFT and core banking network for the Central Bank.
Review includes network & website penetration tests, policy + IT architecture review &
vulnerability assessment and vulnerability assessment of technical controls. World Informatix
Cyber Security planned and hosted an advanced training session located in Washington DC for
executive management of Central Bank of Nigeria.

United Nations Food and Agriculture Organization (UN FAO), 2016-2019

Project: SWIFT Security Review & Cloud Security review.

Details: Under a four-year long term agreement, WICS completed various contracts for a diverse
set of cyber security services. Services included comprehensive SWIFT security review for FAO and
credit union, and a comprehensive cloud security review for Office 365 Project and Microsoft
Azure cloud migration.




